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WCVE(FHRAHR) HBKE FEXRIR
2019 ~ 5200 — GitHub. Maven
2020 ~ 6800 +31 % NPM. PyPI
2021 ~ 8500 +25 Y% Logdj =43
2022 ~ 9700 +14 % PyPI 33
2023 ~ 11100 +14 % MY SR THIEZ
2024 ~ 13600 +23 % Al R IRIEE AN
2025 ~ 15000+ +10-12% AR FI B 2R R R
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RCE / X3 1T 21 % Apache Log4j. Fastjson &

TN HERE 18 % npm event-stream. PyPl fake packages
FEEMESRERIR 16 % Spring M iEL E M 5E

BIRA S 3 10 % Python module I

Al K3 AR ~ 5% Al TEEIINER . pickle RFEFILE

IRiAEERZE (Time to Remediate, TTR)
> 2019 Y TTR: 120 X
> 2025 FAEFEE 80 K
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KODEM Sensor

3 . Memory Usage 166 MB

Container Container - 2

CPU Usage 0.1%

Network Traffic Low
App App App ; ;

T Privacy Metadata only
- < <

Any machine

. J

Support Serverless
Memory analy51s

............................................................................... KODEM Sensor
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Al B4 208 - BAKRSREA4.6%, BBRIEERE 0.03%

Risk Funnel Vulnerable Functions In Runtime @
A Open Issues ’“3% Runtime Issues () Severe Issues % Exploitable
0,
100.8K (100%) 47K (a.6%) 1.4K 01.3%) 31 (0.03%) % 5 8 13%
43.4K Fixable 2.9K Fixable 1.2K Fixable 26 Fixable

Issues with vulnerable functions executed

Evidence from Kodem's memory analysis confirms
that vulnerable functions in these

issues are executed.

7 i BT A N SR

Resource Snapshot O

RIS ENE, TARE . Fem A AR AR P A R

Clusters Applications Code Repositories
1 185 6

New 0 New 0 New 0

Images Base Images Packages

102 29 9.9K

New 0 New O
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T E B SRR TR ITE L (function level)

a¥l Code Injection
U CVE-2022-22965 on £ spring-beans

(*) Dismiss <7 Label Select Issue

Overview Runtime Evidence

Key Evidence (D

Vulnerable Functions Executed

Executed Vulnerable Function:

* org/springframework/beans/CachedIntrospectionResults: <init>

Detected On Image:

docker.io/gienda/vuln-sca-test-backend:latest (]

Last time runtime evidence was observed in your environment: Oct 21, 2025 12:14 PM

Image: docker.io/gienda/vuln-sca-test-backend:latest L[]

Observed In App: sca-backend-new GI Environment: dev  Namespace: kodem-demo

QCon

ERREGEFRAE

Runtime Evidence

"versions": [
"5.1.14 .RELEASE"

1

"language": "java",

"issueInRuntime": true,

"lastObserved": "2025-10-21T04:14:032",

"firstObserved": "2025-10-18T23:15:39Z2"

"functionsInRuntime": [
"org/springframework/beans/factory/support/AbstractBeanDefinition: setDestroyMethodName",
"org/springframework/beans/factory/support/AbstractBeanDefinition: isSingleton",
"org/springframework/beans/factory/support/AbstractBeanDefinition: setAbstract"”,
"org/springframework/beans/factory/support/AbstractBeanDefinition: <init>"

I,

"vulnerableFunctionsInRuntime": {
“org/springframework/beans/CachedIntrospectionResults: <init>": [

"CVE-2022-22965"

I

"executedClasses": [
"org/springframework/beans/factory/config",
"org/springframework/beans/factory/parsing”,
"org/springframework/beans/factory",
"org/springframework/beans/factory/annotation”,
"org/springframework/beans/factory/support”

1%

"executedVulnerableClasses": {
"org/springframework/beans/CachedIntrospectionResults”: [

"CVE-2022-22965"
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Attack Simulation

Attack Score: Severe

Surmmary: Exfiltrate sensitive authentication data to an external server.

a on 'S,

Initial Access Execution Persistence

& @ O &r &

Details:
Exploit stack buffer overflow in libcd to bypass stack guard protection

Auvtomated Recognition Mechanism with Inadequate
¥ CVE-2023-36655 on P aws-java-sdk-s3 (1.12.230)

Show Less

S

Privilege Escalation

E=r &

P

Defense Evasion

=F & & %

Attack Simulation 1

p .
| = Prevent Attack |

o
Impact
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Overview

Issue Type v

weui (Local)

Branch: main

Packages (SBOM) 967

Fixability N

Issue-Status:0Open

Issues

Improper neutralization of special elem...

on B /gulpfile.js

Cleartext Transmission of Sensitive Info..

on <> /package-lock.json

Cleartext Transmission of Sensitive Info...

on <> src/sty ee:‘h;lsﬂ,‘varla{:I(z_/(_;\c:h;a ess

Cleartext Transmission of Sensitive Info..

on src/style/base/variable/weui-tab.less

Cleartext Transmission of Sensitive Info...

on src/style/widget/weui.. /weui-toptips.less

Cleartext Transmission of Sensitive Info..

on <> src/style/widget/weui.. /weui-tabbar.less

Cleartext Transmission of Sensitive Info..

on src/style/widget/weui.. /weui-gallery.less

Cleartext Transmission of Sensitive Info..

on src/style/base/varia.. /weui-progress.less

Cleartext Transmission of Sensitive Info...

on <> src/style/base/variable/color.less

Cleartext Transmission of Sensitive Info...

Open Source Issues 96

Severity v

Kodem Score (1)

27
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o

o
o
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500

Insights

Insights

W

Code Issues

Configuration

Kodem Score =20 v

Fixability

Introduce Through Apps Actions

Discovered

10 days ago

10 days ago

10 days ago

10 days ago

10 days ago

10 days ago

10 days ago

10 days ago

10 days ago

10 days /
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Package ()

> 6o stdiib

v

60 stdlib

v

60 stdlib

w

6o stdliib

w

@ libwebpé

i

6o stdlib

> 01 go

v

6o stdliib

A

6o stdlib

kv

@ libexpat

v

v

6o stdlib

v

60 stdlib

v

@ libexpat1

~

\

@ libexpati-dev

@ libexpat1-dev

Version
gol14.4
go113.9
go116.3
gol16.7
0.61-2
go1171
117
gol17
gol16.15
2210-2
2.210-2
go1.17.2
go117.3
2.2.0-2+deb...

2.2.0-2+deb..

License

BSD-3-Clause

BSD-3-Clause

BSD-3-Clause

BSD-3-Clause

Apache-2.0

BSD-3-Clause

BSD-3-Clause

BSD-3-Clause

MIT

MIT

BSD-3-Clause

BSD-3-Clause

M

T

MIT

Vulnerabilities

[c |t

[c R
(c Kl

(HEE
Qs
(H K
[HED]
(HH
(HET]
[HES
[H S
[H kX
@an
(H Rl
(HEL
[HED
@s
HE

26

3

22

1

Insights
B3
& 4
E =N
k3
BRI

B o
B

@ 0 B B O & B R

Projects Apps
2 8
1 3
3 3
7 g
2 i
1 1
1 1
1 1

2 2
2 2
1 1

3 10
3 2
3 3
3 3

9.901 packages | 32,953 results

Last Seen

Jan13, 2025 9:14.

\

Jan 13, 2025 9:14..

Jan 13, 2025 9:14...

Jan 13, 2025 9:14..

Jan 13, 2025 9:14..

Jan13, 2025 9:14...

Jan13, 2025 9:14...

Jan13, 2025 9:14...

Jan 13, 2025 9:14..

Jan13, 2025 9:14...

Jan 13, 2025 9:14...

Jan 13, 2025 9:14..

Jan 13, 2025 914...

Jan 13, 2025 9:14..

Jan 13, 202

1 / 100

>

<

(

ntroduced Through

Resources

@ dgienda/vuln-sca-test-backend
EE Tag: latest

Package Location:

/root/.m2/repository/org/springframework/spring-beans/5.1.14.RELEASE/spring-beans-5.114.RELEASE jar (]

Docker History Commands

/bin/sh —c mvn clean install

\

Explore the resources below to see how the package is introduced to your environment. All listed resources have the same issue in the same project.

InfoQ HEER



® EhRE&EoH

\'/:|:

El

BR g

+ ARHEMEREERHEZERIN

QCon

ERREGEFRAE

RERBEGREBEMER, FIRAEMBER

Fixes

Fixed In Package Versions: @

node 16.20.2, 18.17.1,

REMEDIATION GUIDE

Base Image Update:

e Majorupdate registry-1.docker.io/library/node:23.1 d

20.5.1

6ase Images & |.\
&4,

Image Name Digest Issues Summary ~ Apps SBOM  First Seen
registry-1.docker.io/library/node:14.17.5 +1 c1fa775%eeff 286 m 1.2K 1K +6TK 3 = Dec 23, 2024 10:04 PM
registry-1.docker.io/library/python:3.6.14-slim-buster b7a7229a644% 73 0373 291 +339 10 = Dec 18, 2024 5:24 PM
registry-1.docker.io/library/python:3.8.13-slim-buster d7da2b370dbb B 52 m 594 509 +&36 22 = Dec 18, 2024 5:37 PM
registry-1.docker.io/library/nginx:118 +1 e90ac5331fe0 45 l:] 153 194 +159 1 = Dec 18, 2024 6:27 PM
registry-1.docker.io/library/centos:7 +3 beé5f488b776 44 0 233 3.5 +3.8K 12 = Dec 18. 2024 6:06 PM
registry-1.docker.io/library/openjdk:11 +5 99bac5bfB363 I8 m 164 170 +259 1 = Dec 23, 2024 10:03 PM
registry-1.docker.io/library/python:3.6-slim-buster +1 e10aaB8360494 35 ) 224 163 +213 8 = Dec 18, 2024 5:04 PM
registry-1.docker.io/library/python:3.7.9-slim +1 6a8b802fa709 34 [@no 104 111 1 = Dec 18, 2024 5:39 PM
registry-1.docker.io/library/python:3.6.12-slim +1 963309432292 29 (@102 05 111 12 = Dec 18, 2024 5:49 PM

/

InfoQ HEER



® Al IF5hAY DevSecOps HEeREHhiX

20T Py iEREeE Al Agent

EITRFRA M ETRABREME R AR 5 0 L
SAST SCA ADR

o4 E 3 i iTal B¢ D e =N:IES EELLT BA
B shib b <2 iR R iH HiETESELIIET EHTOHT S E T EilEERFEE=ELL
FTI SR HERE SihEEE HHEp{EEEE 1IRB FESFERg o
QCon InfoQ 1x=51E

ERREFARKRE



® Kodem Kai

Al BXEhAY DevSecOps & 8 %

BEEX IR A

« ETRERRRNIEBRBIEX,
B )iRARE S AR ERFE

« TRALNMABIRIAMETERY
RN PR S (N 5EFRE

« EFRM AR RO, &
RIERNEFTE,

QCon

ERREGEFRAE

Bt RS DR

- FEHMERENTEREREE. ¥

MRSEES A AR E,

- BfUTHBLDTR, FEBHEIRA

RESNERE.

- SRR RE, RIIRESN

R,

13|

FHE

BrRERBESEN

- ERAERERNBERINK

3R,

- GELTXERXEFIRESE

ERE,

c XFSMEESER, REE

B ARIE,

ZEVHIHFEF

+ BRREENWA CI/CD, 2
R,

+ Kai 52 HEEERA,
TR AT .

- ETRFEEEIRREE,
BEESIRIE.

InfoQ HFER



InfoQ REER

- KIZEUHEE AlOps
QCon e

' = LIS RgEH
EXREAFLREKRE SASAAAEE R I

8O Al REFRBIEES

A - C B A
l O n ‘Al Agent
IKATEEFRSNAXS ZREAKIER

=iXBfE: 6H27-288 R+ KIRE

o @

- BAAHEE
l o n -Al Agent
SRAIBERRSHAAS | BEERABNA

SiNEE: 5823-248 REITIERM

QCon

EHERBRHBEAFEKRS

QR

o BRYERSEE
l o n BEAKER
ERAIEERAERSNEAKRS AKERZS

SiNEE: 8822-23H R

‘Al Agent
- KAR Bl SRR
I Al
RERERS
-HEEH

QbR |

AiCon

ERATIEEARSENARS

=iXEfE: 12819-208

METEFIEE 2025 F£L2i1i%I

(EH IR & RAB XA EDNIR S BT & 18

&R ARE
SRl

-LMOps
A5 ERE




InfoQ XFIER

QCon

ERREFAERKE

THANKS

ARBIE EEFE R

Large Language Model Is Redefining The Software

h—-

=1

= |

;e

J
:




	幻灯片 1
	幻灯片 2
	幻灯片 3
	幻灯片 4
	幻灯片 5: 传统安全治理原则 – 安全左移
	幻灯片 6: 应⽤安全差距正在扩⼤
	幻灯片 7: 供应链漏洞总体趋势
	幻灯片 8: 供应链漏洞总体趋势
	幻灯片 9: 安全工作让开发人员负担更重
	幻灯片 10: 传统的 AppSec 方法 
	幻灯片 11: 打破传统的 AppSec 方法 -- 打破孤岛，简化工作流程。
	幻灯片 12
	幻灯片 13: 打破关于应⽤安全的⼀些误区
	幻灯片 14: “安全左移“--现实挑战
	幻灯片 15
	幻灯片 16: 全栈分析 –打破信息孤岛
	幻灯片 17: 上下文可观察性 以及 补救修复引擎
	幻灯片 18: 运行时分析代理
	幻灯片 19
	幻灯片 20: Kodem AI Agents -- 为安全治理赋能
	幻灯片 21: 基于上下文的漏洞降噪
	幻灯片 22: 运行时--函数级分析
	幻灯片 23: 攻击连分析方法论
	幻灯片 24: SAST 源代码扫描
	幻灯片 25: SCA 组件扫描
	幻灯片 26: 基础镜像分析
	幻灯片 27: AI 驱动的 DevSecOps 智能安全中枢
	幻灯片 28: Kodem Kai
	幻灯片 29
	幻灯片 30

